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0.3.Document History

Date Revision | Who | Comment

2020-06-03 | 0.1 FRIE | First draft user manual for firmware only

2020-09-15 | 1.1 FRIE | Draft user manual for firmware v1.1

2020-11-25 1.2 FRIE | Draft user manual for firmware v1.2

2021-01-08 1.3 FRIE | Draft user manual for firmware v1.3

2021-04-27 | 1.4 FRIE | Draft user manual for firmware v1.4

2021-06-18 2.0 FRIE | Draft user manual for firmware v2.0

2021-09-03 | 2.1 IGIA First complete user manual draft updated for firmware v2.1
2022-05-19 |25 IGIA Updated for firmware v2.5, web interface only

2022-10-27 | 2.7 IGIA Updated for firmware v2.7

0.4. Glossary

AC Alternating Current
API Application Programming Interface
AUX AUXiliary
CBM Circuit Breakers Module
CLI Command Line Interface
COM COMmunication
DC Direct Current
DCIM Data Center Infrastructure Management
DHCP Dynamic Host Configuration Protocol
ETH ETHernet
FW FirmWare
HTTP HyperText Transfer Protocol
HTTPS HyperText Transfer Protocol Secure
ICM Interface and Control Module
IP Internet Protocol
LED Light Emitting Diode
MCB Miniature Circuit Breaker
MIB Management Information Base (SNMP)
NTP Network Time Protocol
PC Personal Computer
PD Powered Device
PDU Power Distribution Unit
PE Protection Earth
PIM Power Inlet Module
PLC Power-Line Communication
PoE Power over Ethernet
POM Power Qutlet Module
PSE Power Source Equipment
RCD Residual Current Device
RCM Residual Current Monitor
REST REpresentational State Transfer
RNX Riedo Networks Ltd.
RS232 Recommended Standard 232
RSTP Rapid Spanning Tree Protocol
RTC Real Time Clock
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SNTP Simple Network Time Protocol

SNMP Simple Network Management Protocol
SSH Secure SHell

STP Spanning Tree Protocol

TCP Transfer Control Protocol

TFT Thin Film Transistor

UPDU Universal Power Distribution Unit

USB Universal Serial Bus

UTC Coordinated Universal Time
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1. Introduction

Each PDU of the RN3000 family can be accessed, read and configured via a simple web
interface and this document describes how to use this interface. Please refer to “UPDU RN3000
family hardware user manual” for a more general description of the product.

The web interface only contains the most common features of the product. More
data and more options are available on the CLI. For more information on the CLI
please refer to the "CLI reference manual”.

2. Loggingin
Connect the PDU to your Ethernet network by using any of the three ports ETH1, ETHZ or ETHS3.

- Bydefault, the UPDU is configured to get an IP address via DHCP.
- All Ethernet ports also support Auto-IP.

You can read the IP address of the corresponding port on the UPDU display by pressing the
enter button @ several times to reach the information page and then scroll with the arrow
buttons @@ until the IP address is shown.

I L2 L3|
10.0A 0.0A 0.0A|

ow

Figure 1: Finding the IP address on the PDU display.

To connect to the PDU via the web interface open a web browser and type “https://” followed by
the IP address you just got (e.qg. “https://192.168.1.57").

The supported browsers are:

- Chrome version 67 or newer
- Edgeversion 80 or newer

- Firefox version 58 or newer
- Safariversion12.1or newer
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A warning window like the following one appears, but this depends on your browser and on your
settings. This is normal and is because the HTTPS certificate cannot be verified for a local IP
address.

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.57 (for example,
passwords, messages, or credit cards). Learn more

MNET::ERR_CERT_AUTHORITY_INVALID

[[] Help improve security on the web for everyone by sending URLs of some pages you visit, limited

system information, and some page content to Google. Privacy policy.

Advanced Back to safety

Figure 2: HTTPS connection warning message.

Simply click on “Advanced” and then on “Proceed to ..."(or something similar depending on your
browser). You now have an HTTPS connection and a login screen appears:

4 )
Uptime: 0d00:08:35
RNX v

Username

Password

Figure 3: Login dialog box.

The default username is “admin” and the default password is “admin” as well.

For safety reasons, please change the default password the first time you log in
to anew PDU as described in section 3.1.

3. The home menu and logging out

Once logged in, on the left part of the screen you now have a menu showing all the available
pages of the web interface.

In the homepage you can find the product model type, its serial number and its name.

To logout simply click on the “X" on the upper right corner of the page.
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RN): Uptime: 15d17:30:15 admin

%

Home

Analyzer H ome

Environment

PDU Summary

Settings
Users Model RN3217
Maintenance Serial Number | 101102

Device Name | UPDU 101102

Figure 4: PDU summary in the web interface; use the “X” button to log out.

3.1. Changing your password

By clicking on your login name on the upper right corner (in this case “admin”) you can visualize
your user profile and change the password by pressing the “Change” button. A dialog box will pop

up asking for the old and new password.

User Profile

Change password

Current password

fl ]

New password
>

Mew password (confirm)

.

>

Cancel /

Figure 5: Click on your username to access the user profile page and change your password.

4. Analyzer

The analyzer page allows displaying real time measurements as taken by the PDU. The values

are updated once a second.

The tables, their size and the values shown depend on the hardware configuration of the PDU.
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4.1. Reading physical values

The following measurements are shown:

At the inlet (total and per phase)

For each POM (Power Outlet Module)
For every outlet (if equipped)
Status of every outlet (if equipped with relay)

If the UPDU is equipped with an RCM module (Residual Current Monitoring), the RCM AC and DC

values are displayed in the inlet section.

RNX

Home
Analyzer
Environment
Settings
Users

Maintenance

Figure 6: The analyzer page (top part) of the web interface of 3x32A metered-only PDU equipped with RCM.

Uptime: 15d17:36:03 admin
Analyzer
Power Inlet Module
P 1) RCM AC/DC ima) | Energy (ki)
Total 0o 0.000 03/03 0.285
Phase L1 00 0.000 0.263
Phase L2 0o 0.000 0.001
Phase L3 0o 0.000 0.001
Power Outlet Modules Overview
Module Phase Pw umw 1 Energy (k)
POM 1 u 00 2361 0.000 0.000
POM 2 1 00 236.2 0.000 0.263
POM 3 L2 00 2362 0.000 0.000
POM 4 L2 00 236.2 0.000 0.000
POM S L3 0.0 236.2 0.000 0.000
POM & L3 0.0 236.3 0.000 0.000
Power Qutlet Module 1 on L1
Object Name Py Q fvar) S v U 1 PF Energy rwh)
Outletl.l | n/a 00 00 0.0 2361 0.000 1.00 0.000
Outletl.2 | n/a 00 00 0.0 236.1 0.000 1.00 0.000
Outlet1.3 n/a 0.0 0.0 0.0 236.1 0.000 1.00 0.000
Outlet1.4 n/a 0.0 0.0 0.0 236.1 0.000 1.00 0.000
Outletl.5s | n/a 00 00 0.0 2361 0.000 1.00 0.000
Outletl.s | n/a 00 00 0.0 236.0 0.000 1.00 0.000
Outletl.7 n/a 0.0 0.0 0.0 236.1 0.000 1.00 0.000
Outlet1.8 n/a 0.0 0.0 0.0 236.1 0.000 1.00 0.000

4.2. Controlling the relays

If the PDU is equipped with relays, control buttons are shown on the right of the corresponding

outlets.
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R N): Uptime: 0d01:20:17 admin X

Home

e Analyzer

Environment

Settings Power Inlet Module

Users Pw 14 Energy (iwh)
Maintenance Total 00 oG 03%e

Power Outlet Modules Overview

Module Powm uUw 1 Energy ()
POM 1 0.0 2356 0.000 0.119
POM 2 0.0 2357 0.000 0118
POM 3 0.0 2357 0.000 0.119

Power Outlet Module 1

Object Name P Q var) 5 () Um 1 PF Energy i) | Switch 5/
Outlet1.1 n/a N N N N = = 0024

Outlet1.2 n/a 0.0 0.0 0.0 2356 0.000 1.00 0014 cycle
Outlet1.3 n/a 0.0 0.0 0.0 2356 0.000 1.00 0.013 cycle
Outletl.4 n/a 0.0 0.0 0.0 235.6 0.000 1.00 0014 cycle
Outletl.5 n/a 0.0 0.0 0.0 235.6 0.000 1.00 0.014 cycle
Outlet1.6 nfa 0.0 0.0 0.0 2356 0.000 1.00 0.014 cycle
Outletl.7 nfa 0.0 0.0 0.0 2356 0.000 1.00 0.014 cycle
Outlet1.8 nfa 0.0 0.0 0.0 2356 0.000 1.00 0014 cycle

Figure 7: The analyzer page of the web interface of single phase switched PDU. Here outlet 1.1is switched off.

The outlets of a POM with outlet switching function can be individually switched on and off by
clicking on the red or green button, provided that the user has enough privileges. If the button is
red the outlet is off; if it's green it's on. A pop-up window asks for confirmation before the outlet
is switched.

| Please confirm turning power ON on
"Outlet1.1",

Figure 8: Relay toggle confirmation dialog box.

Outlet can also be automatically cycled off and back on again in a few seconds to restart a load
but avoiding getting locked out if that load is powering the connection you're using to connect
to the PDU. Simply click on the cycle button: a popup will ask for confirmation, than the load will
be switched off and automatically on again a few seconds later.
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1 Please confirm power cycling "Outlet1.6".

Cancel

Figure 9: Relay cycle confirmation dialog box.

When remotely switching a relay, make sure that the load connected to the
outlet being remotely switched on will not generate a dangerous situation, such
as starting a dangerous machine.

4.3. Object names and descriptions

By clicking on the name of an object it's possible to edit it and to add a description. If no name
has been set “n/a” is displayed.

Object Name P Q ivar S (va v e PF Energy
QOutlet1.1 0.0 0.0 0.0 238.6
Qutlef.2 0 | Object "Outlet1.1"
Qutletl.3 0 Name
Outlet1.4 e Server ABCD
Outletl.5 :~ Description
2P| Main server in rack 1234 ]
Qutletl.6 0
Outlet1.7 01 | cancel Save&
Qutlet1.8 0.0 0.0 TN 2386

Figure 10: Changing the name and the description of an object.

Ba hovering the mouse over the name the description is shown.

Object Name P Q fvar) S v um I ) PF Energy (kwh)
Outletl.1 Sier ABCD | 0.0 0.0 0.0 2254 0.000 1.00 0.000
Outletl.2 | njg 2N serverin rack 1234 |, 0.0 2354 0.000 1.00 0.000
Outletl3 | n/a 0.0 0.0 0.0 2355 0.000 1.00 0.000
Outletld | n/a 0.0 0.0 0.0 2354 0.000 1.00 0.000
Outletls | n/a 0.0 0.0 0.0 2354 0.000 1.00 0.000
Outletl.6 | n/a 0.0 0.0 0.0 2354 0.000 1.00 0.000
Outletl.7 | n/a 0.0 0.0 0.0 2355 0.000 1.00 0.000
Outlet.8 | n/a 0.0 0.0 0.0 2354 0.000 1.00 0.000

Figure 11: The object Outletl.1has now a custom name.

5. Environment

In the environment page, the temperature and humidity values are displayed according to the
type of sensors connected to the AUX1to AUX3 ports of the ICM.
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R N)( Uptime: 15d17:49:03 admin X

Home
Analyzer Environment
Environment
Settings Port Temperature *C) | Humidity %)
Users AUXT 253 44.9
Maintenance AUX2 23.2 B

AUX3 - =

Figure 12: Environment data in the web interface: this PDU has a temperature and humidity sensor connected on AUX1
and another temperature sensor on AUX2.

6. Settings

Many settings can be directly configured in the “settings” page. These are the most common
ones. More settings are available in the CLI.

6.1. General settings

On the general settings you can set the PDU device name and hostname.

RN){ Uptime: 15d17:52:39 admin X

Home

Analyzer Settings

Environment

Settings General

Users System

Maintenance Device Name UPDU 101102
Hostname updu-101102

Figure 13: Overview of the general settings on the web interface.

The hostname also appears on the PDU display main page.
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S —

' updu-101102 |

LY L2 L3I
|0.0A 0.0A 0.0A|

ow

0.3mA RMS
0.3mA DC

Figure 14: Hostname on the PDU display main page.

6.2.Time settings

By default the PDU is configured to use UTC time. But it's possible to select a local time zone
either by entering a custom offset or by selecting a time zone from a list.

Local Time

Mode @ utc O Custom offset O Timezone

Figure 15: By default the PDU uses UTC time.

By selection a custom offset it's possible to directly enter the offset in hours and minutes. Make
sure you enter both hours and minutes separated by a colon, e.g. “+7:00".

Local Time

Mode O UTC @ Custom offset O Timezone
Offset [+?:00|

Apply

Figure 16: Entering a custom time zone offset.

Or the time zone can also be selected from a list of common time zones.

Local Time

Mode O utC O Custom offset @ Timezone
Timezone [ Europe/Berlin vl
Apply

Figure 17: The time zone can also be selected from a list of common time zones.
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6.3.Networking settings

6.3.1.ETH1and ETH2

The default outgoing interface is the interface used by the PDU to transmit data, e.qg. for Syslog
events, NTP requests,...

Networking

General

Outgeing Interface

ETH1/2 v

Figure 18: Setting the default outgoing interface.

In the ETH1 section you'll find all the settings for enabling or disabling this port and setting its IP
address for both IPv4 and IPv6. By default it uses DHCP. If no IP address is received the Auto-IP

function will automatically assign an IP address.

— ETH1
Enabled
MAC Address

Link state

IPv4

Configuration
Address

MNetmask
Gateway

DNS Config Mode
DNS Server 1

DNS Server 2

IPv6

Configuration

Link-local address
Addresses
Gateway

DNS Config Mode
DNS Server 1

DNS Server 2

d4:66:a8:10:0d:6e

up

DHCP v
10.1.51.54
255.255.255.0
10.1.51.1

Automatic (DHCP) w
8.8.8.8

8.84.4

SLAAC v
fe80::d666:a8ff:fe10:d6e
n/a
n/a

Automatic «

n/a

n/a

Figure 19: Overview of the networking settings for the ETH1 port.
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ETHTand ETH2 are internally connected to a Gigabit switch: when ETH2 is

enabled it's always bridged to ETH1and they both share the same IP address.
ETH3 is a totally independent port and has a different IP address than ETH1/2.

ETH3 cannot be bridged to ETH1/2

Because ETHZ is connected to ETH1via an internal switch, ETHZ can only be enabled or disabled
but shares the same settings of ETH].

ETH2
Enabled

Link state

Apply

(bridged to ETHT)

DOWN

Figure 20: Overview of the networking settings for the ETH2 port.

6.3.2. ETH3

ETH3isan independent port o n a different network interface and has very similar settings as
ETHY. ETH3 cannot be bridged to ETH1/2.

— ETH3
Enabled
MAC Address

Link state

1Pv4

Configuration
Address

Netmask
Gateway

DNS Config Mode
DNS Server 1

DNS Server 2

IPvé

Configuration
Link-local address
Addresses
Gateway

DNS Config Mode

DNS Server 1

DNS Server 2

d4:66:a8:10:0d:6d

DOWN

DHCP v
n/a
n/a
n/a
Automatic (DHCP)
n/a

nfa

SLAAC v
n/a
n/a
n/a

Automatic v
n/a

nfa

Figure 21: Overview of the networking settings for the ETH3 port.
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6.3.3. STP/RSTP

The STP/RSTP protocol allows connecting PDUs in a closed network loop to create aredundant
connection in case one cable fails. It takes care of automatically breaking the loop at a
convenient location and reconnects it in case of a fault. RSTP is enabled by default.

— STP
Enabled
Version O STP (Classic) @ RSTP (Rapid)
Priority 32768
Hello Time 2
Forward Delay 15
Max Age 20

Figure 22: STP/RSTP settings.

6.4. Services settings

In the services settings the most important services/protocols can be enabled and configured.

6.4.1. SNMP

The SNMP protocol is used by DCIM software to collect data from PDUs and to remotely manage
them.

The MIB file describing the data structure of the PDU is required for SNMP control and can be
directly downloaded here.

The “Enabled” check box will enable SNMP, both v2 and v3.

To allow SNMP v2 access, enter a password for “Read Community” and/or “Write Community”
according to the desired read/write permissions. If no password is given, that access is
disabled.

The “Location”and “Contact” information are optional descriptions.

— SNMP
Enabled
Read Community public
Write Community wrlte-pds5SwOrd
Location Rack 123
Contact John Smith 1234
Download MIB file: RNX-UPDU.mib

Figure 23: SNMP settings.
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SNMP v3 access rights are defined per user in the user management section.
See section 7. If only SNMP v3 is desired, leave both fields “Read Community” and
“Write Community” empty to disable SNMP v2 but let the “Enabled” checkbox
ticked to still have SNMP active.

6.4.2. NTP

To synchronize the internal clock of the PDU the NTP protocol is used. By default it polls
pool.ntp.org once every hour.

— NTP

Server Address pool.ntp.org

Server Port 123

Interval &0

minutes

Figure 24: NTP settings.
6.4.3. Telnet

The Telent protocol can be used to connect to the command line interface of the PDU, but it's
not an encrypted protocol and therefore it's not secure. It's disabled by default as an equivalent
secure connection is possible via SSH.

Telnet

Enabled O

Figure 25: Telnet settings.

6.4.4. Syslog

If syslog is enabled, the PDU will send its log events to the specified server. This can be used for

monitoring and alarming.

— Syslog
Enabled O
Server Address

Server Port

Figure 26: Syslog settings.
7. User management

Administrators have access to the user management menu. From there they can see all the
usersin the PDU, edit them, delete them and create new users.
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RNX

Home
Analyzer
Environment
Settings
Users

Maintenance

Uptime: 0d04:19:47 admin X

Users

Username Roles

admin admin

john guest edit  delete
dcim-user guest, snmp-read edit delete

Create user

Figure 27: User management menu.

Only administrators have the “Users” menu.

7.1. Creating a new user

To create a new user, simply click “Create user”. Type in the username, select its role(s), set a
new password and click “Save”.

deim-nicar anect cnmn-read
Create User
Username new-user
Roles O admin
guest
J snmp-read
O snmp-write
Password [ new-sacu re-password| ]
SNMPv3
Access Enabled O
Cancel  Save

Figure 28: Creating a new user.

Only guests and administrators can log in to the web interface.

2022-10-27 / Revision: 2.7 / Author(s): IGIA / Public

Page 19 of 23

RIEDO NETWORKS Ltd / Route de la Fonderie 6 / CH-1700 Fribourg / Switzerland / +41 26 505 50 00 / info@riedonetworks.com / www.riedonetworks.com


mailto:info@riedonetworks.com

UPDU RN3000 family web user manual

RNX

The password must be at least 5 characters long.

7.2.Creating users for SNMP v3

To use SNMP v3 you need at least one user with an SNMP role. Simply create a new user and tick
“snmp-read” and/or “snmp-write” as desired for read and/or write access.

Make sure the “Access Enabled” checkbox is also checked to select the encryption algorithms
and passwords. Then click “Save”.

Create User
dr

Username

Roles

Password

SNMPv3
Access Enabled

Auth Protocol
Auth Password
Privacy Protocol

Privacy Password

Cancel | Save

snmp-user
J admin
J guest

——> M snmp-read
ﬁ O snmp-write

strong-password

/

MD5 v
good-auth-password
AES W

good-privacy-password

Figure 29: Creating a user for SNMP v3.
SNMP v3 will only work if SNMP is enabled in the SNMP settings (see section 6.4.1).

7.3.Editing an existing user

Editing a user allows changing its role(s) and its password in pretty much the same way the user

was created.

Once created, the username cannot be edited. But that username can be deleted
and a new user with the correct username can be created.
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A user cannot edit himself. To change your own password please follow the
instructions in section 3.1.

7.4.Deleting a user

To delete a user simply click the corresponding “delete” button and confirm with “Ok”".

X

Really delete user "new-user™?

' Cancel

dcim-user N TTEsTEn

Figure 30: Deleting a user.

A user cannot delete himself.

8. Maintenance

The maintenance page allows upgrading the firmware and rebooting the UPDU. The relevant
datais shown per module.
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RNX

Home
Analyzer
Environment
Settings
Users

Maintenance

Maintenance

PDU Summary

Model

RN3217

Serial Number

101102

Device Name

UPDU 101102

PDU Overview

Uptime: 0d00:43:02 admin

X

Phase | Module | # OQutlets | Part Number | Revision | Firmware Firmware Standby

L1 POM & 100-0290 2 3.3.0-2a77ebcl | 2.1.2-8bddefcé
FOM & 100-0290 2 3.3.0-2a77ebcl | 2.1.2-8bddefct

L3 POM 8 100-0290 2 3.3.0-2a77ebcl | 2.1.2-8bddefct

- 1CM 100-0141 1 2.7.0-5741e7a3 | 2.7.0-DEV-1facTelb

L1 POM 8 100-0290 2 3.3.0-2a77ebc1 | 2.1.2-8bddefct
POM 8 100-0290 2 3.3.0-2a77ebcl | 2.1.2-8bddefct

E] POM 8 100-0290 2 3.3.0-2a77ebcl | 2.1.2-8bddefct

r—Firmware update

Select file | (or drag & drop here)
Selected:

—Reboot

Reboot

Figure 31: Maintenance page of the web interface.

8.1. Upgrading the firmware

To update the firmware click on the “Select File” button, point to the desired .bin file and click
update. This takes less than a minute. When the upgrade is done a notification will pop up, then
you'll have to login to the PDU again.

Phase | Module | # Outlets | Part Number | Revision | Firmware

OK

Firmware update succeeded.
Installed version: 2.7.0-5741e7a3

Figure 32: Successful upgrade operation.
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Because all modules use a dual-image firmware technology, the firmware
update is fail safe. If the upgrade fails, the modules simply keep the last working
firmware.

Torevert back to the backup image firmware please use the CLI.

With the upgrade operation the user only upgrades the firmware in the ICM. The
firmware image however also contains the firmware of all the other modules of
the PDU. The ICM will automatically take care of upgrading all the modules when
the PDU reboots.

When upgrading from old firmware revisions (2.5.x or earlier), the confirmation
message may not display the new revision correctly.

OO

8.2.Rebooting the PDU

The “Reboot” button will simply ask for confirmation and reboot the PDU. As soon as the PDU
boots up you'll have to log in again.

Rebooting the PDU will not reset the internal Ethernet switch on ETH1and ETH?2
that will continue to operate normally, i.e. rebooting a PDU will not break the
network chain one may have built with these ports.

®
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